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On Social Media, Share with Care

1. Be careful of what you post

2. Be protective of your accounts

3. Be suspicious of unusual links or requests
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Urgent or threatening language

Request for sensitive information

Suspicious links and attachments

Grammatical errors

Anything too good to be true

Phishing Red Flags
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Piano Scam (Welding Tools or Other Free Items) 

Asks you to pay for 

moving or delivery fees

Sympathy 

story to move 
you

Non-UBC 

Email 
banner
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Impersonations / CEO Fraud

Watch for @gmail.com or 

external email addresses
Display names can be 

easily faked

Non-UBC Email banner

Asks you to help with an 

urgent task

Be wary of moving to 

personal platforms

Is this really the Dean?



6

Login or Password Resets / Credential Harvesting

Urgent request

Mouse over links to 

preview the URL

Asks for your username 

and password
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HR Messaging

Report it to 

security@ubc.ca

Even without the 

Non-UBC banner

Link is hosted in a 

non-UBC 
environment



Credential Stuffing Attack

Enable Multi-Factor Authentication

Use Unique Passwords

Use Password Managers

Monitor Data Breaches

Tips to Stay Safe

Check your credentials on 

"Have I been pwned?”



Malvertising – When Ads are a Trap

Malicious Advertising

Malwarebytes

Sectigo
Sectigo

Deal or promo to lure 

you in

Hiding as a sponsored 

search result

https://www.malwarebytes.com/blog/threat-intelligence/2022/07/google-ads-lead-to-major-malvertising-campaign
https://sectigostore.com/blog/what-is-malvertising-examples-and-protection-tips/
https://sectigostore.com/blog/what-is-malvertising-examples-and-protection-tips/


Technical Support Scam

Report security incidents to 

security@ubc.ca

Asks you to call support 

for help

Scary message to 

trick you
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Keep work and personal devices 
separate

Regularly backup your data

Avoid using public Wi-Fi

Utilize a VPN while traveling

Key Takeaways 
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Privacy Matters @ UBC Symposium on Oct 30th

Register Now Privacy Matters Symposium 

https://privacymatters.ubc.ca/symposium
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FoM Information Security Team Contact:
fom.cybersecurity@ubc.ca

To Report UBC Security Incidents:
security@ubc.ca

Thank you
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